
SOLUTIONS FOR
SOFTWARE-DEFINED VEHICLES

The automotive industry is racing towards software-defined vehicles 
(SDVs) that manage operations and add new functionality or features 
via software instead of the current monolithic SW approach. This 
is leading to a computer-centric approach where OEM and Tier 1 
dynamically adapt and evolve the vehicle platform throughout its 
lifecycle using OTA updates.

Legacy E/E architectures are quickly being replaced by next-
generation E/E architectures that provide more flexibility across all 
5 vehicle domains: Powertrain, ADAS, Infotainment, Body/Comfort 
(BCM), and Connectivity.

GuardKnox creates secure by design, high-speed 
firmware and software components (SWCs) to 
enable the next generation of SDVs.

GuardKnox’s team combines years of experience in the automotive, 
communication, semiconductor, and defense industries. Its private 
investors and board of advisors consist of high-profile industry 
veterans from top-tier technological companies such as Siemens, 
BASF, and Magna, and financial institutions including Deutsche Bank 
and Allianz.
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GUARDKNOX ENABLES NEXT GENERATION E/E ARCHITECTURES

INDUSTRY
The SDV’s E/E architecture determines 
its capabilities to ‘see’, ‘think’ and 
‘act’. It relies on advanced centralized 
computing to define and manage 
the relevant software for the 5 vehicle 
domains. This centralized computing 
model facilitates software development 
and its management via OTA updates.

This computing centralization is a driving factor for the consolidation of hardware 
through next-generation E/E architectures, such as Zonal Architecture, where 
computing capacities are physically and geographically grouped in the vehicle, 
thereby reducing the increasingly complex and heavy cable harnesses in modern 
vehicles. 5th generation Zonal E/E Architecture is already on the road map for many 
OEMs before 2030.

SEE

THINK - ECUs & CCUs

- Sensors

ACT - Actuators

info@guardknox.com www.guardknox.com



SOA Framework CommEngine

Description Automotive software middleware 
and developer tool suite for the 
SDV orchestrating SWCs for all au-
tomotive domains along the entire 
SW lifecycle.

Fast, single-chip, highly integrated 
IP core, automotive secured rout-
ing and switching solution.

Use Cases Management of SW deployment 
in heterogeneous and distributed 
architectures (HEDS) (e.g. different 
HW and OS across different ECUs, 
DCUs, etc.)

Routing in future Zonal
Architectures with deterministic 
latency and high-throughput
requirements.

Technology Built on an established and 
field-proven standard. Compati-
ble with other established frame-
works.

Dedicated and highly optimized 
HW implementation of all switch-
ing and routing tasks to circum-
vent the disadvantages of previous 
SW-based approaches.

Benefits The SOA Framework is a compre-
hensive SW lifecycle manage-
ment solution for the next gen-
eration of SDVs addressing all 
automotive use cases and helping 
to reduce the time-to-market by 
a dedicated developer toolchain.

The CommEngine enables the move 
to next-generation centralized 
E/E architectures by guaranteeing 
high-throughput and low-latency 
switching/routing performance with 
high functional flexibility while re-
maining cost-effective.

Key 
Differentiation 
to Competitors

The SOA Framework is the only 
middleware that provides full life-
cycle management of SWCs in a 
HEDS. It provides developer sup-
port along the entire develop-
ment cycle and is the only domain 
agnostic solution.

The CommEngine leads the compe-
tition with an ethernet throughput 
of 10 Gbps and  scope of handled 
functionality (e.g., all ports, security 
functions) in a dedicated HW. 

VALUE PROPOSITION & PRODUCTS
GuardKnox’s deep technological and automotive expertise has led to innovative 
customer-focused solutions. Its products are key enablers for 5th generation E/E 
architecture, addressing elements of the automotive HW/SW stack. 

BENEFITS OF ZONAL ARCHITECTURE

Decreasing 
complexity of 
wiring harness

Enabled by CommEngine Enabled by SOA Framework Enabled by Both

Decoupling of 
HW and SW

Improved 
redundancy

Increasing silicon 
consolidation 
and integration

Lifetime 
monetization 
of vehicle

Facilitation of 
secure OTA 
updates
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