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NEXT-GEN ARCHITECTURE & 
COMPONENTS

SERVER A SERVER B

Server B pullS a complete virtual machine (vm) from Server 
a aS an update via ethernet and authenticateS it

Server B replaceS the virtual machine and BootS it
Server a runS pikeoS aS hyperviSor (Safety and Security)

Server B runS xen aS hyperviSor (open Source)

OPERATING SYSTEM OTA UPDATE
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NEXT-GEN ARCHITECTURE & 
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ring configuration of 3 high-performance platformS and 
telematicS control unit (tcu) attachment

all connected via ethernet

can Break the modular ring at any point without affecting 
the network (fail operational automatic convergence)

SERVER A SERVER B

TCU

COCKPIT 
DOMAIN CONTROLLER

BODY 
DOMAIN CONTROLLER

PLC

FAIL OPERATIONAL ETHERNET BACKBONE

ETHERNET RING
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EDGE PROCESSING ZONAL GATEWAY
FPGA + PROCESSOR 

4 CAN-FD + ETHERNET
TRAFFIC SIMULATION

Zonal gateway with edge proceSSing capaBility

pdu routing in hardware (fpga) independent of proceSSor

4 can-fd + 2 ethernet interfaceS with traffic generated uSing vector

proceSSing latency iS ~1 microSecond

ethernet may Be Switched

updataBle 

HARDWARE PROTOCOL DATA UNIT (PDU) ROUTING



www.guardknox.com | info@guardknox.com | 2 Hahazon St. PO Box 320, Ramla, Israel 7210202

NEXT-GEN ARCHITECTURE & 
COMPONENTS

LINUX ANDROID

COCKPIT
DOMAIN CONTROLLER

MIXED CRITICALITY 
SCREEN

cockpit domain controller iS a Single Soc mixed criticality ecu

android (dedicated Screen) and linux (Segment of inStrument cluSter 
Screen) on hyperviSor

inStrument cluSter + linux Screen: mixed criticality (linux iS the 
non-Safety critical and dialS are Safety critical) 

phone app can communicate with the cockpit domain controller 
through the tcu over the ethernet BackBone

Safe and Secure update of the inStrument cluSter faceplate

MIXED CRITICALITY INSTRUMENT CLUSTER UPDATE



www.guardknox.com | info@guardknox.com | 2 Hahazon St. PO Box 320, Ramla, Israel 7210202

NEXT-GEN ARCHITECTURE & 
COMPONENTS

MICROSERVICES UPDATE

LINUX ANDROID

COCKPIT
DOMAIN CONTROLLER

MIXED CRITICALITY 
SCREEN

linux virtual machine pullS container (or a micro-Service) from 
Server a 

the application iS replaced on the mixed criticality Screen (the 
middle of the inStrument cluSter
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when tcu iS connected -> tcu will puBliSh a wifi hotSpot Service 
-> wifi hotSpot Button appearS on android Screen in cockpit 

domain controller

when tcu iS diSconnected -> tcu no longer puBliSheS a wifi 
hotSpot Service -> wifi hotSpot Button diSappearS on android 

Screen in cockpit domain controller

SERVER A SERVER B

TCU

COCKPIT 
DOMAIN CONTROLLER

BODY 
DOMAIN CONTROLLER

PLC

SERVICE-ORIENTED ARCHITECTURE (SOA)
PLUG AND PLAY DEMO

ETHERNET RING

http://SERVICE-ORIENTED ARCHITECTURE
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HARDWARE OVER THE AIR UPDATE

SERVER A SERVER B

TCU

COCKPIT 
DOMAIN CONTROLLER

BODY 
DOMAIN CONTROLLER

PLC

HOTA UPDATE
Server B pullS new fpga configuration image from Server a

Server B reBootS with new adaS functionality (SoBel 
derivative image filter)

ETHERNET RING
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GLOSSARY OF TERMS 
VM = Virtual Machine

OTA = Over The Air

HOTA = Hardware Over The Air 

OS = Operating System

TCU = Telematics Control Unit

PLC = Powerline Communications

FPGA = Field Programmable Gate Array

SoC = System On Chip

 = Ethernet Ring


